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“How should we analyze cryptographic deployments?”
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The system can be easily re-
targeted

Malicious operators or hackers 
could abuse system

The system lacks robustness 
against malicious clients

1 2 3



“How should we analyze cryptographic deployments?”



“Well you should probably prove that your construction is secure…”

Downside: modularity is a double edged sword Downside: Game based proofs aren’t very expressive



Option 2: Apple knew about all these issues, 
and our standard cryptographic analysis 

tools make it easy to suppress them  

Option 1: Apple didn’t know about the 
issues, and their analysis failed to highlight 

the problems  

Our answer: “In context”

“How should we analyze cryptographic deployments?”
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Broaden the analytical frame

Systematic and enumerative

Convincingly Thorough

Surface questions of 
social importance

Highlights implications of trust

Provide a interdisciplinary bridge

Low conceptual overhead 
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Did we meet our goals?

1

2

3

4

5

Broaden the analytical frame – Trace full lifecycle of the data 

Systematic and enumerative – Fixed process for generating protocols

Highlights implications of trust – Trust choices are explicit

Provide a interdisciplinary bridge – Highlights social components in ”natural” language

Low conceptual overhead – UC is super simple and easy to understand/work with 
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Case Study: Apple’s Proposed* CSAM Scanning System



One Shot vs. Incremental 



Self Composition



Extractability



Case Study: Apple’s Proposed* CSAM Scanning System
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Does this actually help?
Top Down Analysis:

https://web.archive.org/web/20210805191352/https://www.apple.com/child-safety/pdf/CSAM_Detection_Technical_Summary.pdf
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Does this actually help?
Bottom Up Analysis:

• What are the consequences of 
divergent/surprising/non-normative 
choices in Π!"#$%&?

• What are the consequences of 
malicious/buggy software running 
Π$'()'*)*+,!)?

• What if software dependencies within
Π$'()'*)*+,!) do not have desired 
properties? 

https://web.archive.org/web/20210805191352/https://www.apple.com/child-safety/pdf/CSAM_Detection_Technical_Summary.pdf
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Where do we go from here? 
More Social properties!



Potential Additional Properties:
1. Client devices can detect if apple is attempt to scan for any perceptual hashes not designated as 

CSAM by Apple [SchefflerKulshresthaMayer23]

2. A pre-determined judge must approve of any image decryptions before they are to happen

3. Even if the pre-determined judge becomes compromised, images can only be decrypted after the 
match threshold has been met

4. False positives should leave an indelible audit trail

5. The system should be publicly auditable.  Namely, the public should be able to verify:
• That the server is using the same set of hashes for all clients
• That the perceptual hashes for which the server is scanning are those selected by NCMEC
• That any images that the server claims were the decrypted as a result of the system were 

actually uploaded by the accused client

6. Clients can only use the photostore if they honestly use the scanning system



We desperately need new analysis 
tools that prevent privacy theater

There is an opportunity to create 
Interdisciplinary boundary objects

[Star and Griesmemer 1989]

Apple’s proposed system is a valuable 
case study and it remains 

understudied

1 2 3

Key Take Aways:



Thanks!

NCMEC
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