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Analyzing Signal's Initial Handshake(s): X3DH and

> reductionist analysis of X3DH [CCD*17] with a [BR94] style key exchange model
» tool-based analysis of with ProVerif and CryptoVerif [BJK23, BJKS23]
> (re-)discovered (potential) KEM re-encapsulation attack [CDM23]
» corruption of long-term keys only

[BJK23, BJKS23] Barghavan, Jacomme, Kiefer, Schmidt, 2023
[BR94] Bellare, Rogaway, CRYPTO 1993
[BFG™22] Brendel, Fiedler, Giinther, Janson, Stebila, PKC 2022
[CCD™17] Cohn-Gordon, Cremers, Dowling, Garratt, Stebila, EuroSP 2017
[CDM23] Cremers, Dax, Medinger, ePrint 2023
[FG24] Fiedler, Giinther, ePrint 2024
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> reductionist analysis of X3DH [CCD*17] with a [BR94] style key exchange model
» tool-based analysis of with ProVerif and CryptoVerif [BJK23, BJKS23]
> (re-)discovered (potential) KEM re-encapsulation attack [CDM23]
» corruption of long-term keys only
» our work: [FG24]
> follows [CCDT17, BFGT22] but explicitly models signatures (albeit with distinct signing keys)
» identifies precise requirements of the KEM
» models maximum-exposure w. clean predicates: clean,tss, cleang T, cleangss, cleangg,

reduced

X3DH full
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Concrete Bound for PQXDH

(np + np - nss + ns)?

AdVI|§IQXDH(»A) < + ’Ycoll(np “Nss + Ns) + Ns * Ocorr + €LEAK+

q
(np - (esic + np - Nss - €GpH)) // clean;Tss
+ (nS *hp - 6GDH) // cleang T
" + (np - (€sig + Nss - Ns - €GDH)) // cleangss A type = full
+ (np - (€s1G + nss - ns - min(egpH, €cca))) // cleangss A type = reduced
+ (nZ - min(eGpH, €cca)) // cleangg A clean pee e
+ (nP : (ESIG +nZ-qro - 6CCA)) // cleangg A cleangige
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KEM Re-Encapsulation Attack [CDM23, BJK23, BJKS23]

P two sessions with same DH public keys, distinct KEM keys, both reduced
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KEM Re-Encapsulation Attack [CDM23, BJK23, BJKS23]

P two sessions with same DH public keys, distinct KEM keys, both reduced

..., ct - st -
L 3 — 3 KEM .encaps(pk) :
\ ss < {0,1}256
ct < PKE .encrypt(pk, ss)
ct,ss B 7 return (ct, ss)

re-encapsulate

< into ct’ session key: KDF(DHj||...|[DH4||ss)

> = two sessions with same session key: adversary can reveal one and test the other

> [BJK23, BJKS23] models the KEM public key into the Associated Data of the AEAD
» which KEM property needed?

» proposed protocol fix: session context (KEM public key, ciphertext) in key derivation
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KEM Binding Notion LEAK*-BIND-SS-{CT,PK} (extending [CDM23])
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KEM Binding Notion LEAK*-BIND-SS-{CT,PK} (extending [CDM23])
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Concrete Hybrid Bound for PQXDH

2
Kl (nP + Np - Nss + nS)
Advpaxph(A) < "4 Yeoll(Np - Nss + Ns) + Ns - Ocorr + €L EAK+
q e pkd, R, 3
(nP : (ESIG + np - Nss - fGDH)) // clean tss
17 long-term long-term
+ (ns N 6GDH) // cleang 1 ———Dn,
4 + (np - (€siG + nss - s - €cDH)) // cleangss A type = full /g:z/semifstatic e
+(np - (€sig + nss - ns - min(egpH, €cca))) // cleangss A type = reduced ephemeral DHa ephemeral
2 / h
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+ (np . (€S|G + n§ * QRO * ECCA) // cleangg A cleangigg pk®,
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Concrete Bound for PQXDH Against Active-Later-Quantum Adversaries
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// clean_Tss

// cleang T

// cleangss A type = full

// cleangss A type = reduced
// cleangg A cleanpeere

// cleangg A cleangigg
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PQXDH Provides Hybri
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+ Yeoll (Mp + Nss + Ns) 4 Ns - Scorr + €L EAKH

cleantss
cleangy

cleangss A type = full
cleangss A type = reduced

cleangg A cleanpeere
cleangg A cleangge

/2024/702

MAL-BIND-SS-{CT,PK}

LEAK*-BIND-SS-{CT,PK}

i

LEAK-BIND-SS-{CT,PK}

or include the session context in key derivation

combine tool-based and reductionist analyses
= detect attacks and identify requirements
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What if we model the AEAD ciphertext?

Pk, ct, ctacaD -

e
test ‘3 Kp

if AEAD.Dec(Kp, ctagap) # L : return 0
else return 1

» = adversary trivially wins (except with negligible probability)
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