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Are PETs an appropriate answer to 
concerns about the harms of the EUDIF?
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Modeling the EUDIF
• Consolidated EU regulation of the base regulation No 910/2014 (eIDAS) amended by Regulation 

2024/1183;

• Implementing EU Reg. 2024/2977: personal identification data and electronic attestations of 

attributes;

• Implementing EU Reg. 2024/2979: integrity and core functionalities of European Digital Identity 

Wallets;

• Implementing EU Reg. 2024/2980: trust framework;

• Implementing EU Reg. 2024/2981: certification of European Digital Identity Wallets;

• Implementing EU Reg. 2024/2982: protocols and interfaces to be supported;

• Implementing EU Reg. 2025/846: cross-border identity matching for natural persons;

• Implementing EU Reg. 2025/847: reactions to security breaches of wallets;

• Implementing EU Reg. 2025/848: registration of wallet-relying parties;

• Implementing EU Reg. 2025/849: submitting information to the Commission for the list of certified 

wallets;

• Implementing EU Reg. 2025/1566: verification of identity and attributes when issuing qualified 

certificates or qualified electronic attestations.

• Implementing EU Reg. 2025/1567: management of remote qualified electronic signature/seal 

creation devices;

• Implementing EU Reg. 2025/1568: procedural arrangements for peer reviews of eID schemes;

• Implementing EU Reg. 2025/1569: electronic attestations of attributes (EAA/QEAA specifications);

• Implementing EU Reg. 2025/1570: notifications of certified qualified signature/seal creation devices;

• Implementing EU Reg. 2025/1572: initiation of qualified trust services (notification of intention);

• Implementing EU Reg. 2025/1571: annual reports from supervisory bodies;

• Supporting governance/technical documentation (EUDI Architecture and Reference Framework 

(ARF);

+Adjacent EU laws (e.g., GDPR, accreditation, cybersecurity).
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Black and blue pathways are inherent to 
the functionality and its digital context: 

these cannot be eliminated by PETs.
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Car rental service requires 
driving license information.

User uploads mobile driving 
license and identity information to 

rental website when booking.
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wallet information from their 
device, and verifies user’s 

identity.
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How to formalize “PETs cannot 
eliminate harms in identity use cases”?

Distinguishing, Trackability, Inference 
are powerful harm-enabling capabilities, 

and are inherent in the EUDIF
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Fundamental harm-enabling capabilities

27

ℱ𝖤𝖴𝖣𝖨𝖥 Adv

Chall

win  
= Adv achieves harm-enabling capability

system working as intended, 
with best-possible leakage

[ACdGJK26] “Are ideal functionalities really ideal?”, Arapinis, Cortier, de Groote, Jacomme, Kremer, CSF’26



Distinguishing / Tracking

28



attr2 = v1 

attr2 = v2 

attr2 = v3 

Distinguishing / Tracking

28

attr1 > v? 



attr2 = v1 

attr2 = v2 

attr2 = v3 

Distinguishing / Tracking

28

attr1 > v? 

consented? 
policy allowed? 



attr2 = v1 

attr2 = v2 

attr2 = v3 

Distinguishing / Tracking

28

limit distinguishing = restrict  
issuers and/or RPs and/or presentation

attr1 > v? 

consented? 
policy allowed? 



attr2 = v1 

attr2 = v2 

attr2 = v3 

Distinguishing / Tracking

28

limit distinguishing = restrict  
issuers and/or RPs and/or presentation

attr1 > v? 

consented? 
policy allowed? 

limit trackability = enforce k-anonymity / l-diversity / t-closeness
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vq = fq(𝖺𝗍𝗍𝗋1, …, 𝖺𝗍𝗍𝗋n)
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…

…

Adaptive queriesAdversary-controlled

In the EUDIF, adversarial RP can perform 
arbitrary inference of user’s attributes

limiting function creep or overidentification = 
restrict which attributes can be issued/requested 
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Thanks! Questions?


christian.knabenhans@epfl.ch

sveitch@ethz.ch 

• DIFs with PETs are much better than DIFs without PETs


• Anonymous credentials have value in a DIF beyond their 
privacy properties


• Still plenty of opportunities for PETs development: efficient/ 
non-SE-dependent device binding, PIR, anonymous 
communication

• Beware of privacy-washing: don’t let your nice crypto work 
mislead people into building/using a harmful system
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