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More Sealed Sender Problems: Redundancy in combinations
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Better Guarantees, Less Cost

post-quantum

Scheme Anonymity  Forward Anonymity Compute Communication
PQXDH XX XX 100% 100%
X3DH + Sealed Sender X XX 119% 32%
PQXDH + Sealed Sender X XX 140% 121%
Sealed PQXDH v v 101% 116%

» SPQXDH gets classical and PQ anonymity, forward anonymity, at the cost of one KDF
call compared to PQXDH.

> Allows elimination of Sealed Sender, reducing cost and complexity over today's
deployment.

» We are building it.
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A note on security proofs: Sender anonymous key exchange & modularity
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X Q@
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>< (S,s) semi-static QR
_—
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’X, Ctss, Cta,tag ‘

CK | Ksear < KDF (B[ S| Y*|ss| X ctss) KDF(X®[X* X |ss|X | ctss)
cta < Enc(Kseal, A) A < Dec(Kseal, Cta)
k|tag, < KDF(CK|S?) k|tagg| < KDF(CK|A®)
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A note on security proofs: Sender anonymous key exchange & modularity

» Top-level: Model full protocol as sender anonymous key exchange
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A note on security proofs: Sender anonymous key exchange & modularity

» Top-level: Model full protocol as sender anonymous key exchange

» Low-level: Model functional blocks (blue/red) as multi-key split
KEM
» Security: Ciphertext anonymous & key random & implicit authentication
> As long as one input key is uncorrupted

’X,ctss,ctA,tagA‘

CK | Ksear < KDF(B*[|S*[ Y[ ss] X ctss) KDF(X®|X*| X |ss| X ctss)
cta < Enc(Keeal, A) Conf. & anonymous A < Dec(Kseal, cta)
k|tag,| < KDF(CK]S?) Random « KDF(CK|A%)

Explicit authentication (“MAC check”)

Fiedler, Schmidt, Thiemt An improved initial handshake for the Signal protocol CAW 2026 14 /32



Post-quantum confidentiality 4+ authentication J
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Status quo of post-quantum security of the handshake

post-quantum

Scheme confidentiality FS  mutual auth  Anonymity FA Deniability

X3DH X X X XX XX v
PQXDH (V) (V) X XX XX v
Fiedler, Schmidt, Thiemt An improved initial handshake for the Signal protocol CAW 2026

16/32



Towards a Post-Quantum Handshake [HKW25]

$ a

\

Goal: X3DH properties, but post-quantum.
Challenge: no PQ non-interactive key exchange.
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Towards a Post-Quantum Handshake [HKW25]

a
St @

KEM;¢
receiver auth
long-term secrecy

Ephemeral KEM material

(1) (ct1,ss1) < Encaps(KEM},)

Fiedler, Schmidt, Thiemt An improved initial handshake for the Signal protocol CAW 2026 17 /32



Towards a Post-Quantum Handshake [HKW25]

a
e )

\

S

Ephemeral KEM material KEMeph R

forward secrecy

KEM,,

(1) (ct1,ss1) < Encaps(KEM},)
(2) (ct2,s52) < Encaps(KEMepp )
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Towards a Post-Quantum Handshake [HKW25]

a
e )

\

No sender identity (or auth) involved! / KEM,
Ephemeral KEM material KEMeph R
(1) (ct1,ss1) < Encaps(KEM},)
(2) (ct2,s52) < Encaps(KEMepp )
K? « KDF(ss1 ||ssz | context)
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Towards a Post-Quantum Handshake [HKW25]

a
e )

\

signing key KEM;
= sender auth, but not deniable_——_—________,_———""——_——_——_—
Ephemeral KEM material KEMeph R
(1) (ct1,ss1) < Encaps(KEM},)
(2) (ct2,s52) < Encaps(KEMepp )
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Towards a Post-Quantum Handshake [HKW25]

a
> R

signing key

Ephemeral KEM material KEMeph R

(1) (ct1,ss1) < Encaps(KEM},)

(2) (ct2,s52) < Encaps(KEMepp )
(3) o < Sign(ska, ctx)

K| Keeat < KDF(ss1| 55| context)
cta < Enc(Ksear, (VKa, 0))
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Towards a Post-Quantum Handshake [HKW25]

a
> R

signing key KEM;

S

Ephemeral KEM material KEMeph R

cty, cty, cta

(1) (ct1,ss1) < Encaps(KEM},) (1) ss; « Decaps(KEMy, ct1)
(2) (ct2,s52) < Encaps(KEMepp ) (2) ss2 < Decaps(KEMepp, ct2)
(3) o < Sign(ska, ctx) K||Kseal < KDF(ss1 | ssz|o|contex
K| Kseal < KDF(ss1|ssz|o|context) (VKa, o) < Dec(Kseal, cta)
cta < Enc(Ksear, (VKa, o)) Verify o, return K
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Towards a Post-Quantum Handshake [HKW25]

ey
SignXKEM < 0

\
complete, but signing key KEM;

missing deniability /

Ephemeral KEM material KEMep %

cty, cty, cta

(1) (ct1,ss1) < Encaps(KEM},) (1) ss; « Decaps(KEMy, ct1)
(2) (ct2,s52) < Encaps(KEMepp ) (2) ss2 < Decaps(KEMepp, ct2)
(3) o < Sign(ska, ctx) K||Kseal < KDF(ss1 | ssz|o|contex
K| Kseal < KDF(sstssz[lo[[context) (VKa,0) < Dec(Kscal, cta)
cta < Enc(Ksear, (VKa, o)) Verify o, return K
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From SignXKEM to RingXKEM [HKW25, KNTW25]

a
et @

signing key It-KEM

[

Ephemeral KEM material signed prekey R

cty, cta, Enc(o)

(1) (ct1,ss1) < Encaps(lt-KEM) (1) ss; < Decaps(It-KEM, cty)
(2) (cta,ss2) < Encaps(signed prekey) (2) ssp < Decaps(signed prekey, ct2)

3) K| Kscal < KDF(ss1|ss2 || context)

o proves Alice initiated (VKa, o) « Dec(Kaont, cta)

K| Kseal < KDF(ss1 | ssz| o[ context) Verify o, return K
Ctp < EnC(Kseah (VKAa J))
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signing key It-KEM

[

Ephemeral KEM material signed prekey R

cty, cty, Enc(o)

(1) (ct1,ss1) < Encaps(lt-KEM) (1) ss; < Decaps(It-KEM, cty)
(2) (cta,ss2) < Encaps(signed prekey) (2) ssp < Decaps(signed prekey, ct2)
(3) o < RingSign(ska, {VKa, VKg}) K||Kseal < KDF(ss1|ssz| o context)

either party could have signed (VKa, o) « Dec(Kaont, cta)
) seals

K| Kseal < KDF(ss1 | ssz| o[ context) Verify o, return K
Ctp < Enc(Kseah (VKAa J))
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From SignXKEM to RingXKEM [HKW25, KNTW25]

a
e ‘&

\

signing key / It-KEM
Ephemeral KEM material signed prekey R
cty, cty, cta
(1) (ct1,ss1) < Encaps(lt-KEM) (1) ss; < Decaps(It-KEM, cty)

This message is
(2) (cta,ss2) < Encaps(signed prekey) sender anonymous (2) ssp < Decaps(signed prekey, ct2)

(3) o < RingSign(ska, {VKa, VKg}) K||Kseal < KDF(ss1|ssz| o context)
either party could have signed (VKa, o) < Dec(Keou, cta)
) seals

K| Kseal < KDF(ss1 | ssz| o[ context) Verify o, return K
Ctp < EnC(Kseah (VKAa J))
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RingXKEM: Summary

post-quantum

Scheme confidentiality FS  mutual auth  Anonymity FA Deniability
X3DH X X X XX XX v
PQXDH (V) (v) X XX XX v
Sealed PQXDH (v) (v) X v v v
SignXKEM v v v v 4 X
RingXKEM v v v v v v
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Today: Sealed Sender + PQXDH

A mix of three primitive families: EC, lattice (ML-KEM-1024), symmetric (AES, HMAC, SHA).

EC public keys
130 B (6%)

ML-KEM ciphertext Framing & metadata
1568 B (73%) 448 B (21%)

1,000 1,500 2,000 2,146
wire bytes (total: 2,146 B)

ML-KEM is #73% of what goes on the wire.
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But compute tells a different story

Handshake primitive cost by category — i9-14900K

o] . - EC » EC dominates.
F - KEM (ML-KEM-1024) 88% of sender cost, 85% of
mmm Sym (AES, HMAC, HKDF, SHA) )
recelver.
200 4
__ 150
E)
()
€
= 1001
50 A
o 4
sender receiver
SS + PQXDH
(current)

i9-14900K, Rust nightly, -—quick criterion. xEd25519 verify counted as EC.
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- EC » EC dominates.
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receiver.
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200 -

150 A
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100 A

» We do 12 DHs per session.
Each one already pricier than the
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sender receiver
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(current)
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But compute tells a different story

Handshake primitive cost by category — i9-14900K
- EC » EC dominates.

m= KEM (ML-KEM-1024) 88% of sender cost, 85% of
B Sym (AES, HMAC, HKDF, SHA)

250 4 241
receiver.

» ML-KEM is fast.
Encap ~ 22 us — cheaper than a
single X25519 DH (25 us).

200 -

150 A

Time (ps)

100 A

» We do 12 DHs per session.

501 Each one already pricier than the
whole ML-KEM operation.
O.
sender » Can we do better?
S5 + PQXDH
(current)

i9-14900K, Rust nightly, -—quick criterion. xEd25519 verify counted as EC.
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Improving the classical handshake: XHMQV

e 3

long-term (A, a) (B, b) long-term
(S, s) semi-static

ephemeral (X, x) (Y,y) ephemeral
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Improving the classical handshake: XHMQV

B,S,Y, R -
s 3

long-term (A, a) (B, b) long-term
(S, s) semi-static

ephemeral (X, x) (Y,y) ephemeral
A, X
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Improving the classical handshake: XHMQV

B,S,Y, R -
s 3

long-term (A, a) (B, b) long-term

(S, s) semi-static

ephemeral (X, x) (Y,y) ephemeral
A, X

KDF((YB¢S¢)**%| context) d,e, e are hashes of public keys KDF ((XA9)Y+be+se’ | context)
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Improving the classical handshake: XHMQV

B,S,Y, R -
>3 @

long-term (A, a) (B, b) long-term

(S, s) semi-static

ephemeral (X, x) (Y,y) ephemeral
A, X

KDF((YB¢S¢)**%| context) d,e, e are hashes of public keys KDF ((XA9)Y+be+se’ | context)

» better efficiency than X3DH: 5 group exponentiations instead of 8
» stronger maximum-exposure security than X3DH: 6 combinations instead of 4
» comparable deniability to X3DH
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XHMQV: Security and Efficiency Comparison

Scheme #Exp Combinations contributing to security Analysis  Key reuse?
LT-SS E-LT E-SS E-E LT-LT LT-E

X3DH 8 (6) v v v o (V) X X  [CCD*17] X

XHMQV 5 (4) v v v o (V) v (V) [FGPZ25] v
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Sealed XHMQV-

o B,S.Y, R, , -
‘ @
long-term (A, a) (B, b) long-term

(S,s) semi-static R

ephemeral (X, x) (Y,y) ephemeral

A7X7 )
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Sealed XHMQV-

o B,S.Y, R, , -
)< [y
long-term (A, a) (B, b) long-term

(S,s) semi-static R

ephemeral (X, x) (Y,y) ephemeral

\

Fiedler, Schmidt, Thiemt An improved initial handshake for the Signal protocol CAW 2026 26 /32



Sealed XHMQV-

o B,S.Y, R, , -
)< [y
long-term (A, a) (B, b) long-term

(S,s) semi-static R

ephemeral (X, x) (Y,y) ephemeral

X, cty, cto, ctp

CK|| Kscal < KDF(eph. & public)
Cta < Enc(Kseal; (A707 pt))
k| Kimac < KDF(CK |long-term)

Fiedler, Schmidt, Thiemt An improved initial handshake for the Signal protocol CAW 2026 26 /32



Sealed XHMQV-

o B,S.Y, R, , -
)< [y
long-term (A, a) (B, b) long-term

(S,s) semi-static R

ephemeral (X, x) (Y,y) ephemeral

X, cty, cto, ctp

CK || Ksea1 < KDF(eph. & public) KDF(eph. & public)
cta < Enc(Kseal, (A, 0, pt)) (A, 0, pt) < Dec(Kseal, cta))
k| Kimac < KDF(CK |long-term) k| Kmac < KDF(CK |long-term)
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Recap: Three protocols

B,S,Y, R, KEM,
Q- 2

Q. B.S.Y, R, . a long-term (A, a) (B, b) long-term
long-term (A, a) (B, b) long-term / (S,5) semi-static ?
>< (S.5) semi-static R ephemeral (X, x) T (Y,y) ephemeral
_—
ephemeral (X,x) = (Y, y) ephemeral X ct ct\ KEM ephemeral
K| Kugat < KDF(BX|S[[s5|X | ctss) —————"2 5 KDF(X®|X*[s]X]cts)
AX cta < Enc(Keeal, (A, pt)) (A, pt) < Dec(Kieal, cta)
KDF (57 B%|$|| Y*||s5) ————————— KDF(AT|X?|X*|X?|s:) K[ Kinac « KDF(CK||5*) K| Kinac < KDF(CK|A%)
Q. B,S,Y, R, , PS
@
long-term (A, a) (B, b) long-term
(S,s) semi-static R
ephemeral (X, x) \ (Y,y) ephemeral
. X, cty, cto, Ctp .
CK | Kseal < KDF(eph. & public) KDF(eph. & public)
ctp < Enc(Ksear, (A, 0, pt)) (A, 0, pt) < Dec(Kseal, Cta))
k| Kimac < KDF(CK | long-term) k| Kmac < KDF(CK |long-term)
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Three protocols side by side

Handshake primitive cost by category — i9-14900K (FalconRS model: sign=2.85x, verify=2.00x)

= EC

500 510 = ;;M(Muxsmrmza) > SPQXDH: drOp-in win.
" Sy (AES, HMAC, HIGF, SR Integrated sealing cuts EC waste.

-26% sender, —30% receiver

over SS+PQXDH.

Time (is)

200

100

der

" -
SS + PQXDH SPQXDH Sealed
(current) (proposed) RingXKEM-XHMQV
full PQ)

i9-14900K; hybrid ring signature modeled via FalconRS [HKW25, KNTW25] (sign ~2.85x, verify 2x
Falcon-512).
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500 510 KEM (ML-KEM-1024) > SPQXDH: drop—in win.
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300

over SS+PQXDH.

200 178 179

. » Hybrid receiver ~ SPQXDH
: receiver.

0

L -
SS + PQXDH SPQXDH

- Foxc srdon = XHMQV aggregates 4 DHs into 2
scalar mults on receive. Going full
PQ is basically free on that side.
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Three protocols side by side

Handshake primitive cost by category — i9-14900K (FalconRS model: sign=2.85x, verify=2.00x)

500

400

Time (us)

241
200 178 179
100

0

= EC

KEM (ML-KEM-1024) 4

= sig
= Sym (AES, HMAC, HKDF, SHA)

-:

SS + PQXDH
(current)

SPQXDH
(proposed)

ngxKEM XHMQV
(ful

i9-14900K; hybrid ring signature modeled via FalconRS [HKW25, KNTW25] (sign ~2.85x, verify 2x

Falcon-512).

Fiedler, Schmidt, Thiemt

An improved initial handshake for the Signal protocol

SPQXDH: drop-in win.
Integrated sealing cuts EC waste.
-26% sender, —30% receiver
over SS+PQXDH.

Hybrid receiver ~
receiver.

XHMQV aggregates 4 DHs into 2
scalar mults on receive. Going full
PQ is basically free on that side.

SPQXDH

Ring-signing dominates the
hybrid cost.

~ 371 us on the sender, 73% of
the total. Any further tuning

from here lives in this bar.

CAW 2026 28/32



Collecting all the improvements

post-quantum

Scheme conf FS auth Anon FA MEX deny Compute size
X3DH X X X XX XX X 4 1x 1x
PQXDH V) () X XX xx X 4 1.3x 9.2x
PQXDH + SS V) V) x x xx X 18x  11.1x
Sealed PQXDH V) (V) X v v X v 1.3x 10.6x
XHMQV X X X XX xx v/ v 0.6x 1x
RingXKEM v v v v XX X v 2.1x 29.1x
Sealed XHMQV-

RingXKEM v v v v v v v 2.7x 29.5x
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X3DH X X X XX Xx X 4 1x 1x
PQXDH V) () X XX XX X 4 1.3x 9.2x
g PQXDH + SS V) () X X XX X 4 1.8x 11.1x
Sealed PQXDH v) (V) X v v X v 1.3x 10.6x
XHMQV X X X XX Xx 7/ v 0.6x 1x
RingXKEM v v v v o XXX v 2.1x 29.1x
Sealed XHMQV-
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Step 1: PQXDH — SPQXDH

classical post-quantum classical post-quantum
confidentiality v ) v (v)
authentication v X transition 1 v X
forward anonymity X X VN v v
X3DH +KEM X3DH +KEM
PQXDH casy. SPQXDH

PQXDH — SPQXDH

Same keys. No server change. Better guarantees. Lower cost. We are

building it now.
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Step 2: SPQXDH — Hybrid

classical  post-quantum classical  post-quantum
confidentiality v ) v v
authentication v X transition 2 4 v
forward anonymity v v v v
X3DH +KEM XHMQV  &RingXKEM
SPQXDH ybrid

window of opportunity'—.|

SPQXDH — RingXKEM-XHMQV

Full PQ transition requires server changes and versioning. So does

XHMQV. Do both at once to share the expense.
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Signal plans to seal PQXDH and XHMQV-RingXKEM

'<B,S.Y< R, ) 12

long-term (A, 8) =———— (B, b) long-term

@
long-term (A, a) (B, b) long-term Bﬁ (S.s) semi-static R
>< (S,'s) semi-static R

/ h I (X, x) (Y.y) ephemeral
ephemeral (X, x) =—————(V,y) ephemeral x

Q <.'3,5., Y, R KEM, ¥ a

\
e KEM ephemeral
X, ctss, cta . X, cty, cty, cta .
CK | Kseat < KDF(B*[ S| ss| X| ctss) ————> KDF(X®|X?|ss] X|ctss) CK | Kseal < KDF(eph. & public) ——————% KDF(eph. & public)
cta < Enc(Kseal, (A, pt)) (A, pt) « Dec(Kyeal, cta) cta < Enc(Kseal, (Ao, pt)) (A, 0, pt) < Dec(Kseal, cta))
k|| Kinac < KDF(CK|S?) k|| Kinac < KDF(CK|A®) k| Kinae < KDF(CK ||long-term) k| Kinac < KDF(CK | long-term)
classical  post-quantum classical  post-quantum classical  post-quantum classical  post-quantum
confidentiality v v v v confidentiality v v v v
authentication v X transition 1 v X authentication v X transition 2 v v
forward anonymity X X v 4 forward anonymity v v v v
X3DH +KEM X3DH +KEM X3DH +KEM XHMQV  &RingXKEM
PQXDH easy. SPQXDH SPQXDH window of oppcvrtunity'f‘yb'id

> XHMQV @CRYPTO 2025 [FGPZ25] ia.cr/2025/1049; SAKE (in submission)
> RingXKEM QUSENIX 2025 [HKW25, KNTW25] ia.cr/2025/040, ia.cr/2025/1090

rune.fiedler@inf.ethz.ch rolfe@signal.org lea.thiemt@fau.de
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Icon References

» Secure messaging app icons are by Signal, WhatsApp, Google Messages, Facebook
Messenger

> server icon by Alexiuz AS

v

public key icon by Yannick Lung
> signature icon by PINPOINT.WORLD is licensed under CC BY 3.0
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https://www.iconfinder.com/icons/4417114/desktop_pc_server_icon
https://www.iconfinder.com/WHCompare
https://www.iconfinder.com/icons/314757/key_icon
https://www.iconfinder.com/yanlu
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