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I Credentials can be based on one-way functions.
In practice, one can also build a credential system with an accumuéator and a cryptographic proof. See e.g. semaphore.dev.
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C access policy >

I credential engineers are on their own

These systems are already deployed!
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Extensions

What can be built on top of selective disclosure of attributes.

Expiry

The user has a timestamp attribute
that is not expired.

Metadata

Assign some attributes to the user.

Pseudonyms

The user can access a new resource
with an ephemeral identity.
url < identity

Rate-Limiting

The user can access a resource at
most /N times.
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Second contribution

New schemes: uBBS (BBS MAC) and uCMZ (PS MAC).

Definitions

Adapt the security analysis to
extractability, one-more
unforgeability, anonymity.

Efficiency

Improved efficiency of CMZ to

O(1) communication and one
less group element for BBS
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Fix inaccuracies in the previous
proofs of CMZ and BBS.

Anonymity

Upgrade CMZ to statistical
anonymity.
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Public parameters Credential size Issuance Presentation

CMZ (n+1)g 29 Cn+ 1)g+ | 7] (n+2)g+ | x|

BBDT g g+ 24 g+ | x| 20 + | ]

A is the security parameter.
n is the number of attributes that the user has.
g is the size of a group element.
| 7| the size of the zero-knowledge proof.

Efficiency of the old schemes
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Unforgeability Anonymity

CMzZ | GGM DDH

BBDT | ¢g-SDH statistical

Security of the old schemes
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Extractability Anonymity

uCMZ | 3-DL statistical

uBBS | (g + 2)-DL statistical

q-DL: given G, xG, ..., x1G compute x.
Best attack: O (\/5 +4/(p £ 1)/q>.

q is the number of series to the signing oracle.

My contribution: security
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Blueprint

Construct an algebraic MAC

e correctness, < /

message authentication code

e unforgeability (probabilistic) with public parameters and validity oracle

Proof )
ZKP{(sk, o). verify(sk,m,o) =1 A pp = Com(sk)} \

ZKP{(m, o). verify(sk,m, o) = 1} )
Blind iIssuance and presentation

e issue a MAC over blind attributes

proof system

credential system

e prove that a MAC is correctly issued <
e allow for arbitrary additional predicates to be proven
Extension «

Set a predicate to be used within a credential system

18 *needed only for keyed-verification credentials
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Building yCMZ

Overview of our scheme for n attributes.

Secret key

1. sk = (xg, X, Xq5 .o0s X,)

2. pp =Xy =xH, X, =x.G, X, =x,G,....X =xG0G)

MAC form,,...,m,

1. sample U « G

2. return (U, (XO +xr+xlm1 + .. +xnmn) U)

23

message authentication code

proof system

Unforgeability (AGM)\

Two cases: |
o dgueryj: Y xmX* =Y xm!

=11 1 =11 1

—> reduction to DL

o Vqueryj: Z?zlximi* a Z?ﬂximi(j) \(tensions
/

— reductionton = 1

credential system

_—




Building yCMZ

One-more unforgeability intuition for n = 1 attributes.

Secret key

1. Sk — (.XO, xl” xl) message authentication code

proof system

MAC for C = mX,; € G

credential system

_—

1. sample u « Zp

2. retum (U — MH, (.XO + X,,)U + C * I/t) extensions

/

24



Building yCMZ

One-more unforgeability intuition for n = 1 attributes.

Secret key

1. Sk — (.XO, xl” xl) message authentication code

proof system

MAC for C = mX,; € G

credential system

_—

1. sample u « Zp

2. retum (U — MH, (.XO + X,,)U + C * I/t) extensions
\ -

= (xO +x,,+x1m)U

24



Building yCMZ

One-more unforgeability intuition for n = 1 attributes.

Secret key

1. Sk — (.XO, xl” xl) message authentication code

proof system

MAC for C = mX, € G One-more unforgeabilit

credential system

_—

1. sample u « Zp

2. retum (U — MH, (.XO + X,,)U + C * I/t) extensions

/

24



Building yCMZ

One-more unforgeability intuition for n = 1 attributes.

Secret key

1. Sk — (.XO, xl” xl) message authentication code

proof system
MAC for C = mX, € G One-more unforgeabilit
Is loose and relies on O(1)-DL credential system
/
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Building yCMZ

One-more unforgeability intuition for n = 1 attributes.

Secret key

1. Sk — (.XO, xl” 'xl o ee s xn) message authentication code

proof system

MAC for C = mX, +pH € G

credential system

1. sample u « Zp —
2. retum (U — MH, (.XO + X,,)U + C U — pU) extensions
-

uCMLZ relies on a single Pedersen commitment.

CMZ relied on EIGamal encryption.
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uCMZ proof systems

message authentication code

ZKP{(sk, o). verify(sk,m,o) =1 A pp = Com(sk)}

U=uH A V—(x0+x)U+uC
/\xOH Xo N x,G =X,

— ZKP {(xo, X, (U, V)):
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uCMZ credentials

Present

presentation_message
—_—mm

ZKP{(m,0): verify(sk,m,0) = 1}

Issue

/_—>

commitment_to_attributes,
commitment_proof

mac, mac_p rOOf message authentication code
"‘—/ ZKP{(sk, o). verify(sk,m, o) = 1}

proof system

credential system

Extractability: | —
extract attributes
from commitment_to_attributes and presentation:

extensions

Anonymity: -
extract sk

frommac_proof, then simulate presentation_message.
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uCMZ credential presentation

Presenting a credential forn = 1

ZKP{(m,0): verify(sk,m,0) =1}

message authentication code
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uCMZ credential presentation

Presenting a credential forn = 1

ZKP{(m,0): verify(sk,m,0) =1}
—> ZKP{(m,p): V'— (xy+x)U —x,C=pH —rX,}

message authentication code

C=mU +rG
where V' = U + pH
U =aU

I The reduction needs help in building the instance to verify the proof!
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uCMZ credential presentation

Presenting a credential forn = 1

ZKP{(m,0): verify(sk,m,0) =1}
—> ZKP{(m,p): V'— (xy+x)U —x,C=pH —rX,}

message authentication code

C=mU+rG
where Vi =U + pH
proof system
U =aU
credential system
/
extensions
I The reduction needs help in building the instance to verify the proof! _—

Solution: zkp instance recovery + decision oracle
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Rate Limiting

Current solutions:

e CooKies

e Location (GeolP tracking)

e Internet challenges (captchas)
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Current solutions:
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Rate limiting Extension

Current approach: batch issuance of many spend-once credentials.

Issue

Present

N\

7

Present

I

v Present

Do

v

33



Issue

Rate limiting Extension

Server issues a credential for a secret PRF key k. commitment (k)

To present the i-th time, the user sends:

mac (k)
t. = PRF(k, i)
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Rate limiting Extension

Server issues a credential for a secret PRF key k.

To present the i-th time, the user sends:

t. = PRF(k, i)

(k,o,1): verify(sk,k,0) = 1A
n = ZKP . .
PRF(k,i)) =t A 0 <i<MAX

}

Server checks t; has not been already used.

Anonymity

Anonymity of the underlying credential.
Pseudorandomness of the PRF.
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Rate limiting Extension

Server issues a credential for a secret PRF key k. commitment (k)

To present the i-th time, the user sends:

mac (k)
t. = PRF(k, i)

(k,o,1): verify(sk,k,0) = 1A
n = ZKP . .
PRF(k,i)) =t A 0 <i<MAX

Server checks t; has not been already used. Present

Anonymity

Anonymity of the underlying credential. \
Pseudorandomness of the PRF.
— I > Present

Unforgeability / |

One-more unforgeability suffices. ‘[ﬁl"

v Present

.

v
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1

PRF(k, i) = .
k+1

- G




PRF(k, i) =

Pseudorandomness holds under g-DDHI assumption for 1 in a small space.




1

PRF(k,i,m) = .
k+1

- A(m)



PRF(k, i, m) =

I
-+ H(m)

k+1

Pseudorandomness holds (in the random oracle model) under g-DDHI assumption for 1 in a small space.
The message m € {0,1}* can be from an arbitrarily large space!
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Wrapping up
More In the paper:

e analysis of uBBS >
e Other extensions

expiry, pseudonyms, public metadata,
attribute randomization

e other proof systems
constant-size range proofs without pairings
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