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[MLS] TreeKEM: An alternative to ART
Eric Rescorla <ekr@rtfm.com> Thu, 03 May 2018 14:27 UTCShow header

Hi folks,

Several of us (Karthik, Richard, and I) have been working on an
alternative to ART which we call TreeKEM. TreeKEM parallels ART in
many ways, but is more cryptographically efficient and is much better
at handling concurrent changes. The most common behaviors (updating
ones own key) can be executed completely concurrently, merging all the
requested changes.
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(Group) Messaging

Properties & Features:

» Active security

« Unreliable network

« Dynamic membership
« Administration

« Malicious insiders

« Concurrency
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Simplifications:

Passive adversaries
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synchronous /
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 Honest deletion
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JJ: Proofs (and
definitions) are
complicated!

Systematic Simplification
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« Symmetric key chain « Signature chain « Composition of
« Continuous PKE « Asynchronous key updates 2x Sesquidirectional

« Asymmetric key chain
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Systematic Simplification

Unidirectional Sesqidirectional
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Bidirectional
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Unidirectional Group Messaging Y

Single Sender Single Receiver Multi Sender & Receiver
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Unidirectional Group Messaging: Security ~Au

&

* Forward Security for both

« Post-Compromise
Security for Sender

* Diverging upon
Impersonation
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Static Group: Construction Y

Single Sender

N

* Forward Security
for both
» Post-Compromise — |
Security for Sender
* Diverging upon R

Static

. —
Impersonation send(pk, m): recv(sk, c):
k <+ (k,m) < dec(sk, c)
* Optimal c < enc(pk, (k,m)) sk < H(k, pk,c)
Performance © (. . H(k, pk, c) Return (sk,m)

pk < gen(sk)
Return (pk, c)
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Dynamic Group, Single Sender: Construction v

Single Sender
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pk; < gen(sk;) « Small ciphertexts
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Outlook & Summary

Dynamic

Multi Sender & Receiver
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« Efficient
« Stronger Security
* Open:

« Sesquidirectional

 Malicious Senders
 Unreliable Network
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Open Discussion

« Sender Keys and Unidirectional Messaging:
e Simple
« Core: Forward Security
?
« Simplicity = Verifiability / Trust
* MLS flexible but complex

* What are your thoughts?
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